
WWF’s Personal Data and Privacy Policy 
Effective 18 February 2021 

 

WWF-Malaysia (“WWF”, “we” or “us”) respects your privacy and we treat and view your 

personal data seriously. This personal data and privacy policy (“Personal Data and Privacy 

Policy”) applies to all staffs, supporters, Volunteers, visitors, contractors and users of our 

Site pursuant to the requirements of the Personal Data Protection Act 2010 (“PDPA”) and 

this document outlines WWF’s policy in relation to data protection . 

In the course of your dealings with us, we will request that you provide certain types of 

personal data and information about yourself, your organisation, your employees and/or 

your customers (“Personal Data”) to access our website at https://www.wwf.org.my/ and 

corresponding pages at https://www.pandashop.my/ and community platform at 

https://community.wwf.org.my (“Site”), and use our services including making donations 

on our Site and/or becoming a Volunteer with WWF (together with the Site, collectively 

referred to as the “Services”). 

By accessing or using our Site, accepting our Services, making a donation or applying to 

be a Volunteer with WWF, you consent to the collection, use, disclosure and processing 

of your Personal Data as set out in this Personal Data and Privacy Policy. You may 

withdraw your consent at any time by submitting your written request to us at the 

contact details below. 

WWF reserves the right to update this Personal Data and Privacy Policy from time to time. 

Any changes or amendments to our Personal Data and Privacy Policy shall be made on 

our Site and you are deemed to be put on notice of any changes or amendments to our 

Personal Data and Privacy Policy. If you object to any changes or amendment, you may 

delete your user account and/or cease access to our Site and Services.  

You acknowledge that your continued access and use of our Site or Services after we 

publish or send a notice about our changes to this Personal Data and Privacy Policy deems 

that the collection, use and sharing of your Personal Data is subject to the updated 

Personal Data and Privacy Policy.  

 

https://www.pandashop.my/
https://community.wwf.org.my/


1. Data We Collect 

1.1 Data You Provide To Us 

1.1.1 Registration 

In order to register an account on our Community Platform or use our Services, you are 

required to provide your Personal Data such as your name, title, email address, telephone 

number, occupation, and designation.  

You may also be required to furnish additional personal information for identity 

verification purposes for participation in any Projects, Campaigns and Programs as 

volunteer. 

1.1.2 Profile 

You may choose to provide the information on your profile on our Community Platform, 

such as your education, work experience, skills, photo, city or area and endorsements. 

You don’t have to provide additional information on your profile; however, profile 

information helps us to reach out to you on relevant Projects, Campaigns and Programs. 

It’s your choice whether to include sensitive information on your profile and to make that 

sensitive information public. Please do not post or add Personal Data to your profile that 

you would not want to be publicly available . 

1.1.3 Posting and Uploading 

We collect Personal Data from you when you so choose to provide it, post or upload it to 

our Community Platform, such as when you fill out a form, (e.g., background information, 

interest), respond to a survey, or submit a volunteering application. If you opt to import 

your address book, we receive your contacts (including contact information your service 

provider(s) or app automatically added to your address book when you communicated 

with addresses or numbers not already in your list).  

If you choose to sync your contacts or calendars with our Site or Services, we will collect 

your address book and calendar meeting information to keep growing your network and 

furnish you with volunteering opportunities by suggesting connections and area of 

volunteerism for you and others, and by providing information about them, e.g. times, 

places, attendees and contacts. You don’t have to post or upload Personal Data; though 

if you don’t, it may limit your ability to grow and engage with your network ove r our 

Services. 



1.1.4 Tax-exemption receipts 

WWF may issue tax-exemption receipts for donations of RM10.00 and above on our Site.  

To request a tax-exemption receipt for your donation made via our Site, you may be 

required to submit additional information, this may include but is not necessarily limited 

to IC/Passport number, full address, and contact number.  

1.1.5 Communications with WWF and/or partners 

We may retain communications you send to us (for example, when you ask for support, 

send us questions or comments, or report a problem). 

1.1.6 Other information 

In addition to personal information you provide voluntarily, we also collect certain other 

personal information including your mobile device’s IP address, OS version, device model 

and others. We use this information for analytical purposes to understand how our users 

interact with our website, our services and to personalise our services to you.  

1.2 Data From Others 

1.2.1 Content and News 

You and others may post content that includes information about you (as part of articles, 

posts, comments, videos) on our Community Platform. Unless you opt-out through 

changes in the privacy setting of your profile, we collect public information about you 

and make it available as part of our Services (e.g. suggestions for your profile, or 

notifications) Others may sync their contacts or calendar with our Services.  

1.2.2 Contact and Calendar Information 

We receive Personal Data (including contact information) about you when others import 

or sync their contacts or calendar with our Services, associate their contacts with member 

profiles, or send messages using our Services (including invites or connection requests). 

If you or others opt-in to sync email accounts with our Services, we will also collect “email 

header” information that we can associate with member profiles. 

1.3 Service Use 

We log usage data when you visit or otherwise use or access our Site or our Services, 

including our sites, app and platform technology (e.g., our off-site plugins), such as when 

you view or click on content (e.g., learning video) or ads (on or off our sites and apps), 



perform a search, install or update one of our mobile apps, share content etc. We use 

log-ins, cookies, device information and internet protocol (“IP”) addresses to identify you 

and log your use. 

1.4 Cookies 

We use cookies and similar technologies to recognize you and/or your device(s) on, off 

and across different Services and devices. You can control cookies through your browser 

settings and other tools. You may opt-out from our use of cookies and similar 

technologies that track your behaviour on the sites of others for third party advertising. 

This may be done at the privacy setting page.  

1.5 Your Device and Location 

When you visit or leave our Site (including our plugins or cookies or similar technology 

on the sites of others), we receive the URL of both the site you came from and the one 

you go to next. We also get information about your IP address, proxy server, operating 

system, web browser and add-ons, device identifier and features, and/or ISP or your 

mobile carrier. If you access or use our Site or Services from a mobile device, that device 

will send us data about your location based on your phone settings. We will request your 

permission before we use GPS or other tools to identify your precise location. 

1.6 Other 

We are improving our Services, which means we get new data and create new ways to 

use data. Our Services are dynamic, and we often introduce new features, which may 

require the collection of new information. If we collect materially different personal data 

or materially change how we use your data, we will notify you, and acquire your consent, 

and may also modify this Personal Data and Privacy Policy. 

2. How We Use This Information 
We will use the information we collect for the following purposes: 

 To keep your account secure and protect our Services (including to verify the 
identities of creators and prevent fraud and abuse); 

 To enable us to provide you with our Services, and to improve and promote our 
Services; 



 To create and administer your account, contact you, and customize your experience 
on our Site (for example, to show you projects, campaigns and programs that we 
think may interest you based on your previous use);  

 To track and analyze use of our Site and Services so that we can improve how our 
Site is performing and provide users with the best experience possible; 

 To process applications for donation driven activities/agendas and merchandise;  

 To establish a relationship between you and us and/or our third party service 
providers; 

 For data processing and analyzing purposes; 

 Where it is necessary for our legitimate interests (or those of a third party) and your 
interests and fundamental rights do not override those interests. In broad terms our 
legitimate interest is fulfilling the charitable purpose of WWF, which involves sending 
direct marketing to our supporters, contacting our volunteers to plan and administrate 
activities, taking steps to ensure and monitor compliance with our legal obligations and 
internal standards and procedures, assessing suitability of volunteers for potential roles 
and keeping records of volunteer activities and performance; 

 For servicing donors and the provision of products and services to donors, including 
processing of receipts and payments and charge cards; 

 To respond to inquiries from donors; 

 For such other purposes as permitted by applicable law or with your consent;  

 Internal record keeping; 

 For administration of contests; 

 For administrative purposes such as removing remove repetitive information on 
customer lists, analyze data, provide marketing assistance, provide search results 
and links, troubleshoot and provide customer services; 

 To process credit card payments or donations; 

 Visitors and volunteers relationship management procedures; 

 Conducting training and awareness programs, customer or volunteer promotional 
activities, marketing and customer profiling activities in connection with our 
business, purpose, services and related products; 

 Meeting any legal or regulatory requirements relating to provision of our services 
and products and to make disclosure under the requirements of any applicable laws, 
regulations, directions, court order, by-laws, guidelines, circulars, codes, applicable 
to us; and 

 To help others find your profile, suggest projects and connections for you and others 
and enable you to invite others to become a supporter and connect with you. You 
can also opt-in to allow us to use your precise location or proximity to others for 
certain tasks (e.g. to suggest other nearby members for you to connect with, 
calculate the commute to a new job, or notify your connections that you are at a 
professional event). 



 Those purposes specifically provided for in any particular service or product offered 
by us. 

 For all other purposes incidental or associated with any of the above.  

3. How This Information Is Shared 

3.1 Information that’s shared publicly 

When you create an account on the Community Platform, we create a basic profile page 

for you on the Community Platform, containing your username, the date the account was 

created, and a list of projects you have volunteered, have backed or created. By default, 

your profile is public and you can choose to make it private in your account settings. Your 

username appears with the comments you post and messages you send on the 

Community Platform and, if your profile is set to public, people can click your username 

to view it. If you choose to retain your profile as public, others will be able to see the 

following things: 

 The account username you select, and the date the account was created;  

 Any information you choose to add to your profile (like a picture, bio, or your 
location); 

 Projects, Campaigns or Programmes you have volunteered, backed or created; 

 Comments you’ve posted on our Community Platform; and 

 If you have “Liked” a content. 

 Pictures and other public posts created 

If you would like to have a public profile, but don’t want others to see your name or 

profile image on the Community Platform, you may choose an account image or name 

that is not identifiable. You can modify or delete certain information associated with your 

account (such as your username, profile image, biography and location) from your 

account settings, and you can change your privacy settings if you want to make your 

profile private or adjust the default settings. 

Volunteers, causes and brands are asked to verify their identities before volunteering in, 

creating or backing a Project, Campaign or Programme. Once this has been done, the 

verified name will be publicly displayed on their account profile and on any projects they 

participate in. 

 



4. Advertisement 
We target (and measure the performance of) ads to our supporters, Volunteers, visitors 

and others both on and off our Services directly or through a variety of partners, using 

the following data, whether separately or combined: 

 Data from advertising technologies on and off our Services 

 Registered user or Volunteer-provided information (e.g., profile, contact 
information, title and industry); 

 Data from your use of our Services (e.g., search history, feed, content you read, who 
you follow or is following you, connections, groups participation, page visits, videos 
you watch, clicking on an ad, etc.) 

 Information from advertising partners and publishers; and 

 Information inferred from data described above. 

 

We will show you ads called sponsored content which look similar to non-sponsored 

content, except that they are labelled “ads” or “sponsored.” If you take an action (such 

as click, like, comment or share) on these ads, your action is associated with your name 

and viewable by others, including the advertiser. Subject to your settings, if you take a 

social action on our Site, that action may be mentioned with related ads. 

5. Information that’s shared with trusted third-

party services 
We may share your information with other WWF entities, suppliers or service providers to 

help us provide, improve, promote, or protect WWF’s Site and Services (like when we 

partner with payment processors, or use services that help us manage our ads on other 

sites or send out and distribute our administrative and promotional mail, emails or text 

messages). When we share your data with third-party services that support our delivery 

of WWF Services, we require third parties to respect the security of your data, use it only 

for lawful purposes and handle it in accordance with PDPA. We may anonymize your 

personal data so that it can no longer be associated with you, in which case we may use such 

information without further notice to you.  

Personal Data may be disclosed to trusted third-party service providers for the following 

purposes: 



 For operation of our Site, Services, and Projects, Campaigns or Programs; 

 Donor acquisition; 

 To process donor documents; 

 Providing data to customer service providers, telemarketing agencies, database 
system providers, e-commerce providers, online payment gateway partners, SMS 
service providers, direct marketing partners, and crowdfunding platforms; 

 To perform direct marketing activities or calls,  

 Data used for purpose of letter shopping, bulk mailing, or electronic mails agencies;  

 Data used to process contributions through monthly payroll;  

 To any of our associates or affiliates in and outside of Malaysia who is or are 
connected to us; 

 To our auditors, consultants, accountants, contractors, insurers, lawyers or other 
financial or professional advisors; 

 To our affiliates and selected parties for the purposes of informing you of products 
or service which we believe will be of interest to you; 

 To such parties as we or our associates or affiliates may be required by law, court, 
regulator or legal process to disclose; 

 For any Projects, Campaigns and Programs organised with third parties;  

 To such parties as may be permitted under Malaysian law; and 

 For all other purposes incidental and associated with any of the above.  

6. Information that’s shared to comply with the law 
We reserve the right to disclose personal information when we believe that doing so is 

reasonably necessary to comply with the law or law enforcement, to prevent fraud or 

abuse, or to protect WWF’s legal rights, property, or the safety of WWF, its employees, 

users, affiliated or associated companies, third party partners or others. 

7. Links to other websites and services 
Our Site may include links to other websites or services whose privacy practices may 

differ from our Site. When you use a link to an external site or service, the privacy policy 

and data processing disclosures for that site or service governs. 

 



8. Retention 
We will retain your personal information for as long as necessary to fulfil the purposes we 

collected it for, including for the purposes of satisfying any legal or reporting requirements or 

as otherwise set forth in this Policy. 

We also collect and maintain aggregated, anonymized or pseudonymized information 

which we may retain indefinitely to protect the safety and security of our Site, improve 

our Services or comply with legal obligations. 

9. Safeguard 
We shall keep and process your personal information and data in a secure manner. We 

endeavour, where practical, to implement the appropriate administrative and security 

safeguards and procedures in accordance with the applicable laws and regulations to 

prevent the unauthorized or unlawful processing of your personal information and data 

and the incidental loss or destruction of, or damage to such personal information and 

data. 

For the avoidance of doubt, WWF shall not be liable for any loss, damage, costs, 

expenses, liabilities or claims arising from any unauthorised or unlawful processing of 

your personal information and data and the incidental loss or destruction of, or damage 

to such personal information and data, which are not within reasonable control of WWF.  

10 Account Closure 
If you choose to close your account on our Community Platform, we delete closed 

account information within 30 days of account closure, except as noted below.  

We retain your Personal Data even after you have closed your account if reasonably 

necessary to comply with our legal obligations (including law enforcement requests), 

meet regulatory requirements, resolve disputes, maintain security, prevent fraud and 

abuse, enforce WWF Policies, or fulfil your request to “unsubscribe” from further 

messages from us. 

Information you have shared with WWF will be retained after you close your account or 

delete the information from your own profile or mailbox. Groups content and ratings or 

review content associated with closed accounts will show an unknown user as the source. 



Your profile may continue to be displayed in the services of others (e.g., search engine 

results) until they refresh their cache. 

11. Your Rights 
Users residing in certain countries, including the EU, are afforded certain rights regarding 

their personal information. Except where an exception or exemption applies, these rights 

include the ability to access, correct, and request deletion of your personal information. 

While these rights are not applicable globally, all users of our Site can manage their 

personal information, as further described below, in their account settings.  

You can request a downloadable copy of your Personal Data from WWF by emailing us. 

To modify or delete the information you provided, you can also request this via email. 

You are entitled to request access to your Personal Data that is processed by us with 

reasonable written notice and we will revert within 14 working days. You may also 

request the correction of your Personal Data that is held by us with reasonable written 

notice. With this respect, you may:- 

(i) request correction and/or update of your Personal Data that is accurate, 

incomplete or out-of-date, and 

(ii) request retention of your Personal Data only as long as necessary for the fulfilment 

of the purposes stated above. 

You may also delete your account from your account settings page. We may retain certain 

information as required by law or as necessary for our legitimate business purposes. 

Further to the above, you may opt-out of receiving our marketing communications at any 

time, even if you previously indicated that you wanted to receive these. To do this, please 

contact us. 

12. Transfer of Data out of Malaysia 
Where we consider it necessary or appropriate for the purposes of data storage or 

processing or providing any Services or product, your Personal Data may be transferred 

to a third party service provider or affiliates or associates outside of Malaysia. When we 

transfer Personal Data outside of Malaysia, we will put in place suitable legal safeguards 

with that service provider or affiliate or associate to protect your personal data 


